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Presenter
Presentation Notes
This version of RCMAP is meant for the procurement of material, although many of the activities in RCMAP can be reused to other needs such as for Operations.  We plan on adapting the process for the Operational community.  Not discussed in this presentation.



Why a process?

Canada’s Defence Policy – 87th initiative: 
Protect critical military networks and equipment from cyber attack by 
establishing a new Cyber Mission Assurance Program that will incorporate 
cyber security requirements into the procurement process. 

Cyber Mission Assurance Working Group (CMA WG) – Development of the 
Department of National Defence (DND) /Canadian Armed Forces (CAF) Program

System Security Engineering Working Group (SSE WG) – Platform Protection 
Program / Materiel Acquisition and Support life cycle

2



RCMAP goals
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Support DND/CAF in developing instructions:

That align cybersecurity on missions/operations objectives

That align with and integrate into existing DND/CAF policies, directives and procedures

That state what to do and how, from the management layer to the technical layer

Tailored to the military domain / Canadian Armed Forces

That align with the procurement process (PAD/MA&S)

End goal: Increase the probability of mission success

Presenter
Presentation Notes
We don’t really need a new process, but we need to adapt the existing ones to our current needs, and combine different aspects of them.This presentation focusses on the material acquisition aspect. The process presented has been tailored to support procurement activities and directives, although its principles can be reorganized to meet other needs too (Operations/Key Terrain).  
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Information 
Technology

ITSG-33,  NIST RMF

Aviation/ 
Airworthiness

RTCA/DO-326A
Cybersecurity 

Framework

NIST CSF

System Security 
Engineering

NIST SP 800-160

 Business/Mission needs for security

 Guidance on threat and risk assessment 

 Guidance on the determination and verification 
of security measures 

 SSE alignment

 High-level security controls

 Departmental and system-level security activities

 Security Profiling

DND PAD/MA&S

CAF Missions

Risk-based 
Cyber Mission Assurance

Presenter
Presentation Notes
IT guidelines such as ITSG-33 and NIST RMF provide detailed guidance on high-level aspect of cybersecurity, as well as CSF,RTCA and NIST SSE instruct on System Security Engineering, threat and risk assessment, and the development of a security architecture.We can find complementarities in their features and build a comprehensive process that covers them all.



RCMAP - Overview
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Impact

Impact

ImpactThreat

Threat

Threat

MISSIONS

ASSETS

FUNCTIONS

RCMAP – Principles

Presenter
Presentation Notes
CMA is concerned with the Missions, the functions underneath them, and the technological assets (or systems) needed to fulfill the functions.You will find similar principles in ITSG-33 and in the NIST series.We are going to take what is prescribed under ITSG-33, NIST RMF and also DO-326A, and we are going to make a practical process out of all these and tailored to our needs.We have to consider the relationships between Mission, Functions and Assets:- A cyber threat on any technological assets causes some impact on the assets,- The impacted assets are a threat to the functions they support, causing them an impact too,- And the impacted functions are a threat to the missions, and therefore causing an impact on the mission.In agreement with what you will find in NIST RMF, ITSG-33 and DO-326A, we will refer to this model to define the process.
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Bus flooding attack

Denial of Service of a particular bus 

Collect Information in the Maritime 
Environment 

Denial of Service of a particular bus

Loss of availability of the object tracking 
function

Loss of availability of the object tracking 
function

Impact

Impact

ImpactThreat

Threat

Threat

MISSIONS

ASSETS

FUNCTIONS

RCMAP – Principles

Presenter
Presentation Notes
Example of how the 3-layer model works.
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Risk Assessment

Decision Makers

Engineers, contractors, …

Decision
Making

(Scope/requirements,
risk appetite,

process management)

MISSIONS

FUNCTIONS

ASSETS

Describe the mission
1

Describe the functions that use electronic assets
2

Determine the impacts on the mission
4

Based on the mission impacts, determine the required level of security for each function
5

Develop security solutions to mitigate the risks of the threat scenarios to an acceptable level
7

List the potential threats to the mission
3

Identification

Implementation

Disposal

Definition

Options Analysis

In-service

RCMAP – What to do

Define potential cyber threat scenarios on the assets and their impacts on functions
6

Presenter
Presentation Notes
All of this is performed at some points during the lifecycle of the systems(PAD or MA&S in DND) 



RCMAP – Activities
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Functional Description

Mission Description

Mission Threat and Impact Assessment

Security Scope Definition

Risk Assessment

Security Architecture And Measures

Security Guidance

Security Verification

2. Risk Assessment

1. Mission Assurance Requirements Analysis

3. Security Development

Mission Assurance Security Risk Requirements

Security Assurance Level Requirements

Security Categorization

Security Profiling
Mission Assurance Security Requirements

System Security Requirements

Effect

Performance
Assurance

Function

Presenter
Presentation Notes
This shows all activities in RCMAP.We won’t go into details in this presentation as this is not the goal.  The activities are described in our first report and in a second report that will be released in the coming months.Note:  System Security Requirements will be defined at different times during the lifecycle:1) Initial security requirements must be defined before a contract is awarded and based on the security profile. This should be done mostly by DND2) As the project progresses and the system architecture gets available, more system security requirements must be defined and they will tend to be more concrete. 



Impacts

RCMAP – Mission Assurance Requirements Analysis Activities
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Operations

Mission Threats

System Functions / Tasks

Capabilities

Mission Assurance Security Requirements

Security Assurance Requirements

Security Categorization

Security Profiling

Loss of C, I, A

DND/CAF 
Missions

DND/CAF 
Assets

Risk Assessment

Security Development

Mission Assurance Requirements Analysis



RCMAP – Risk Assessment
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Mission Assurance Security Requirements

Security Assurance Requirements

Security Categorization

Security Profiling

DND/CAF 
Assets

Attack Surface Threat 
Intelligence

Tactics, Techniques 
and Procedures (TTPs)

Threat scenarios
Risks

CAPECPreliminary Risk 
AssessmentSystem 

Architecture

Implemented 
System

Full Risk 
Assessment

Risks

Mission Assurance Requirements Analysis

Risk Assessment



RCMAP – Security Development
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System security 
requirements

Security Architecture

Security 
implementation

Security 
controls 
catalog

Preliminary Risk 
Assessment

Full Risk 
Assessment

Risk Assessment

Security Test Plan

System security 
requirements

Update and 
refine

System 
Architecture

Implemented 
System

Architecture

Implementation

Security Development

Initiate
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Mission Assurance Security Requirements

SSRs / Architecture

Identification Implementation DisposalDefinitionOptions Analysis In-service

Contract award

Technical SSRs

Operational SSRs

Security Architecture and Design

Security Guidance

Systems

Organizations, personnel

ProduceApply to

Inherited/Existing Security Requirements

RCMAP - Security 
Development
Management of 
requirements

Materiel 
Acquisition and 
Support life cycle

System 
Architecture System Implementation

Preliminary Risk 
Assessment

Full Risk 
Assessment

System 
Verification

Security 
controls 
catalog

System Security Requirements (SSRs)

SSRs / Design

SSRs / Implementation

Verification SSRs Security TestsSecurity Implementation

Assurance 
requirements

Performance 
requirements



MASRRs

System security 
requirements

Top-down requirements 
development and validation

Bottom-up requirements 
verification

ImplementationArchitecture and 
design definition

Integration and 
verification

Implemented security architecture

System-level
Preliminary Risk Assessment

System-level
Risk Assessment

Mission/Platform-level
Preliminary Risk Assessment

Mission/Platform-level
Risk Assessment

System Security Engineering

Presenter
Presentation Notes
Distinction between preliminary risk assessment and (final) risk assessment with respect to the engineering process. Requirements are developed on the left (preliminary risk assessment) and verified on the right (final risk assessment) after security verification activities are performed.
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Mission Assurance Security Requirements

SSRs / Architecture

Identification Implementation DisposalDefinitionOptions Analysis In-service

Contract award

Inherited/Existing Security Requirements

NIST Cybersecurity 
framework (CSF)

Materiel 
Acquisition and 
Support life cycle

System 
Architecture System Implementation

Preliminary Risk 
Assessment

Full Risk 
Assessment

System 
Verification

Security controls 
catalog SSRs / Design

SSRs / Implementation

CSF Core functions

Effect requirements Functional 
requirements

Assurance 
requirements

Performance 
requirements



17

Mission Assurance Security Requirements

SSRs / Architecture

Identification Implementation DisposalDefinitionOptions Analysis In-service

Contract award

Inherited/Existing Security Requirements

RCMAP - Progress

Materiel 
Acquisition and 
Support life cycle

System 
Architecture System Implementation

Preliminary Risk 
Assessment

Full Risk 
Assessment

System 
Verification

Security 
controls 
catalog

SSRs / Design

SSRs / Implementation

CSF Core functions

Performance 
requirements

Effect requirements Functional 
requirements

What Why How When Who



Conclusion
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RCMAP as of today:
First report on Mission Assurance Security Requirements is available
Second report on Risk Assessment and Security Development is under 
production
Third report will summarized each activities and subactivities (series of 
instructions)
Practical support tools:

Excel spreadsheets / Mission Assurance Security Requirements
Web tool (CSNI and stand-alone level II) / RCMAP as a whole (under 
construction)

Presenter
Presentation Notes
First report: draft report, final version will be more complete



Conclusion
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Ongoing activities:
RCMAP applied to the security assessment of military platforms:

CF188/JMPS
TAPV

RCMAP project is extended until 2021 to support transition to 
DND/CAF/Industry in all 3 environments
Support the SSE WG and CMA WG
Reshape RCMAP to Operational needs

Cyber Key Terrain Analysis
Shorter cycles
Increased support for quick risk assessment and options analysis
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RCMAP – Example-driven Overview (Fictitious)
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Procurement of an Electronic Support Measures (ESM)
system

Presenter
Presentation Notes
Example was defined to be realistic, yet fictitious and in many occasions will only present small portions of what would normally be done. Global overview of the whole process, from high-level to low-level…



RCMAP – Example-driven Overview (Fictitious)
Electronic Support Measures (ESM) system
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Class ID Name

CAF
Operation

op1 DRIFTNET
op2 LIMPID
op3 NANOOK
op4 NUNALIVUT
op5 Search and Rescue

CAF
Capability

cap1 Conduct Maritime surface surveillance
cap2 Support Maritime Interdiction Operations
cap3 Sense acoustic signatures
cap4 Conduct Ground surveillance

cap5
Ensure Physical Protection and Survivability of Facilities including airports, 
seaports and similar bases of operation

cap6 Provide Indicators and Warnings 
cap7 Produce Estimative Intelligence
cap8 Prevent Fratricide (Blue on Blue Engagements)

Describe the mission
1

Presenter
Presentation Notes
CAF Operations – Could be seen as ‘types of operations’As a reference for the CAF capabilities, we suggest the Joint Capability Framework, that describes capabilities into 4 different tiers or levels



RCMAP – Example-driven Overview (Fictitious)
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Class ID Name

CAF
Operation

op1 DRIFTNET
op2 LIMPID
op3 NANOOK
op4 NUNALIVUT
op5 Search and Rescue

CAF
Capability

cap1 Conduct Maritime surface surveillance
cap2 Support Maritime Interdiction Operations
cap3 Sense acoustic signatures
cap4 Conduct Ground surveillance

cap5
Ensure Physical Protection and Survivability of Facilities including airports, 
seaports and similar bases of operation

cap6 Provide Indicators and Warnings 
cap7 Produce Estimative Intelligence
cap8 Prevent Fratricide (Blue on Blue Engagements)

Describe the mission
1

op1 op2 op3 op4 op5
cap1 
cap2
cap3
cap4
cap5
cap6
cap7
cap8

Critical
Essential
Routine

Not allocated

Mission 
Dependency

cap1
cap2
cap3
cap4
cap5
cap6
cap7
cap8

Presenter
Presentation Notes
Mission Description:-Then determine the criticality of each capability to each operation. -For instance, the capability ‘Provide Indicators and Warning’ , cap6, is determined as ‘Critical’ to Operation NANOOK-This gives the importance of each capabilities. For instance capability 5 and 8 are very important to the mission.Remember that this exercise can be and should be adapted so that it is easily manageable. The idea is to have a formal way to measure Impacts of cyber events on the mission.This methods is inspired from Chief Of Force Development Mission Needs Analysis for the CF188 replacement 
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Describe the functions that use electronic assets
2

System Type Function
Aircraft mission and weapon 
planning

Prepare aircraft data (routes, targets of interests, weapons and 
characteristics)

Electronic flight control Move the aircraft actuators
Surveillance radar Object search an detection
Fire control system Coordinate sensors and weapons
Identification Friend or Foe Receive/Transmit IFF codes

Electronic Support Measures Interception and analysis of radar emissions;
Interception of communications (voice or datalink).

Combat management system Provide a common tactical picture and threat evaluation
Engine diagnostic system Engine state and fault codes retrieval and analysis 
Braking system Control and actuate brakes
Lighting system Control and actuate lighting
Tactical radio Receive/Transmit orders and military intelligence
GPS receiver Positioning service
Domain Name Server Address lookup service
Email server Receive, store and disseminate emails of unclassified type

Presenter
Presentation Notes
-In this case, we are studying the ESM system and it has two functions listed in the table. As you can see these are the high-level functions of an informational or operational nature:-  What information is produced, or-  What operation is performed At this stage we don’t describe the technical functions (power supply, memory management, etc)
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List the potential threats to the mission
3

System Function Loss of Confidentiality
Interception and analysis 
of adversaries’ radar 
emissions

Enemy is warned about radar emissions interception and their classifications. In 
other words, the enemy is warned that we are aware of something about its radar 
emissions or someone else’ radar emissions.

Interception of 
communications (voice 
or datalink).

Enemy is warned about communication interception (voice or datalink). In other 
words, the enemy knows that we are aware of something about its communications 
or someone else’ communications.

Presenter
Presentation Notes
Mission threats are determined according to a loss of confidentiality, integrity or availability of the operation or information that the function produces.
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List the potential threats to the mission
3

System Function Loss of Integrity

Interception and analysis 
of adversaries’ radar 
emissions

1. False positives are produced, i.e., radar emissions are reported that do not exist.

2. False negatives are produced, i.e., radar emissions that exist and that are 
detected are not reported by the ESM.

3. Radar emissions are classified in a wrong type.

Interception of 
communications (voice 
or datalink).

1. False positives are produced, i.e., Interceptions of communications are reported 
that do not exist or that are faked.

2. False negatives are produced, i.e., Communications that exist and that are 
intercepted are not reported by the ESM.

Presenter
Presentation Notes
Integrity
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List the potential threats to the mission
3

System Function Loss of Availability
Interception and analysis 
of adversaries’ radar 
emissions

No radar emission information is produced or disseminated to the operators. 
Operators are unaware of neither the presence nor the type of radar emissions. 

Interception of 
communications (voice 
or datalink).

No intercepted communication information is produced or disseminated to the 
operators. Operators are unaware of neither the presence nor the nature of the 
enemy’s voice or datalink communications.

Presenter
Presentation Notes
Availability
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List the potential threats to the mission
3

System
Function

MT 
ID Mission Threat Loss 

type

Interception and 
analysis of 
adversaries’ radar 
emissions

mt1
Enemy is warned about radar emissions interception and their classifications. In other words, the enemy is 
warned that we are aware of something about its radar emissions or someone else’ radar emissions. C

mt2 False positives are produced, i.e., radar emissions are reported that do not exist. I

mt3 False negatives are produced, i.e., radar emissions that exist and that are detected are not reported by the ESM. I

mt4 Radar emissions are classified in a wrong type. I

mt5
No radar emission information is produced or disseminated to the operators. Thus operators are unaware of 
neither the presence nor the type of radar emissions. A

Interception of 
communications 
(voice or 
datalink)

mt6
Enemy is warned about communication interception (voice or datalink). In other words, the enemy knows that 
we are aware of something about its communications or someone else’ communications. C

mt7
False positives are produced, i.e., Interceptions of communications are reported that do not exist or that are 
faked. I

mt8
False negatives are produced, i.e., Communications that exist and that are intercepted are not reported by the 
ESM. I

mt9
No intercepted communication information is produced or disseminated to the operators. Operators are 
unaware of neither the presence nor the nature of the enemy’s voice or datalink communications. A

Presenter
Presentation Notes
Result:  List of mission threats associated with system functions, classified into one of three types of losses (Confidentiality, Integrity, Availability)



RCMAP – Example-driven Overview (Fictitious)
Electronic Support Measures (ESM) system

29

Determine the impacts on the mission
4

Impact
cap1 Medium
cap2 Medium
cap3 Very Low
cap4 Low
cap5 Low
cap6 Medium
cap7 Low
cap8 Very Low

cap1: Conduct Maritime surface 
surveillance

Impact: Medium

Mission Threat mt3: ‘False negatives are produced, i.e., 
radar emissions that exist and that
are detected are not reported by the ESM.’

Presenter
Presentation Notes
For each mission threat, you determine the impact on each of the capabilities identified earlier and related to the ESM
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Determine the impacts on the mission
4

Mission-Dependent 
Capability Impact (mt3)

cap1 █
cap2 █
cap3 █
cap4 █
cap5 █
cap6 █
cap7 █
cap8 █

Mission Impact = Criticality(cap1) × Impact(cap1)
Mission Impact = Essential × Medium
Mission Impact = Medium

Mission Impact (mt3)
Max( ) █

Impact
cap1 Medium
cap2 Medium
cap3 Very Low
cap4 Low
cap5 Low
cap6 Medium
cap7 Low
cap8 Very Low

cap1: Conduct Maritime
surface surveillance

mt3: ‘False negatives are produced, i.e., 
radar emissions that exist and that are 
detected are not reported by the ESM.’

Mission 
Dependency

cap1
cap2
cap3
cap4
cap5
cap6
cap7
cap8

Critical
Essential
Routine

Not allocated

Presenter
Presentation Notes
-we have a simple method for calculating the mission impact. We also have spreadsheet to help.-result:  mt3 =  medium
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Determine the impacts on the mission
4

System Function Mission Threat ID Loss type Mission Impact

Interception and analysis of adversaries’ 
radar emissions

mt1 C Low
mt2 I Medium
mt3 I Medium
mt4 I Low
mt5 A Medium

Interception of communications (voice or 
datalink)

mt6 C Medium
mt7 I Low
mt8 I Medium
mt9 A Medium

mt3: ‘False negatives are produced, i.e., radar 
emissions that exist and that are detected are not 

reported by the ESM.’

Presenter
Presentation Notes
-This exercise is repeated over all mission threats-At the end you get the mission impact of each of the mission threats



Based on the mission impacts, determine the required level of security for each function
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5

System Function Mission Threat Mission Impact

Interception of 
communications 
(voice or datalink)

No intercepted 
communication 
information is produced 
or disseminated to the 
operators. 
(Loss of Availability)

Medium



Based on the mission impacts, determine the required level of security for each function
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5

System Function Mission Threat Mission Impact

Interception of 
communications 
(voice or datalink)

No intercepted 
communication 
information is produced 
or disseminated to the 
operators. 
(Loss of Availability)

Medium



Based on the mission impacts, determine the required level of security for each function
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5

Very High

High

Medium

Low

Risk

Presenter
Presentation Notes
-Risk tolerance: In what areas of the matrix are you willing to accept the risk to be?
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5

System Function Mission Threat Mission Impact

Interception of 
communications 
(voice or datalink)

No intercepted 
communication 
information is produced 
or disseminated to the 
operators. 
(Loss of Availability)

Medium

Presenter
Presentation Notes
Procurement : risk tolerance… should be low or something around
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5

System Function Mission Threat Mission Impact

Interception of 
communications 
(voice or datalink)

No intercepted 
communication 
information is produced 
or disseminated to the 
operators. 
(Loss of Availability)

Medium

MASRR.9 
Priority: Medium
System: Electronic Support Measure
System Function: Interception of communications (voice or datalink)
Threat type: Loss of Availability
Requirement: Risks to lose availability of interception of communications, i.e., no intercepted communication 
information is produced or disseminated to the operators, must be at a maximum of Low. 

Mission Assurance Security Risks 
Requirement (MASRR)

Presenter
Presentation Notes
All this information allows for defining mission assurance security risks requirements to each of the mission threats.
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Based on the mission impacts, determine the required level of security for each function
5

Very High

High

Medium

Low

Risk

MASRR.9 
Priority: Medium
System: Electronic Support Measure
System Function: Interception of communications (voice or datalink)
Threat type: Loss of Availability
Requirement: Risks to lose availability of interception of communications, i.e., no intercepted communication 
information is produced or disseminated to the operators, must be at a maximum of Low. 

Mission Assurance Security Risks 
Requirement (MASRR)

Presenter
Presentation Notes
This mandates security solutions that will mitigate the risk at a level in the highlighted areaGiven that any cyber threat scenario is identified that would cause mission threat 9 to happen, security developers will have to make sure that the associated risk is constrained to the highlighted area in green.
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Based on the mission impacts, determine the required level of security for each function
5

Very High

High

Moderate

Risk

MASRR.1 
Priority: Low
System: Electronic Support Measure
System Function: Interception and analysis of radar emissions
Threat type: Loss of Confidentiality
Requirement: Risks to lose confidentiality of radar emissions information, i.e., enemy becoming aware of radar 
emissions interception and their classifications, must be at a maximum of Low.

(…)

MASRR.9 
Priority: Medium
System: Electronic Support Measure
System Function: Interception of communications (voice or datalink)
Threat type: Loss of Availability
Requirement: Risks to lose availability of interception of communications, i.e., no intercepted communication 
information is produced or disseminated to the operators, must be at a maximum of Low. 

Mission Assurance Security Risks 
Requirement (MASRR)

Presenter
Presentation Notes
We will normally get one Mission Assurance Security Risk Requirement for each mission threat.Recall that at this stage the system has yet to be acquired – IF YOU HAVE NO PRIOR EXPERIENCE WITH SUCH SYSTEMS, IT IS DIFFICULT TO MANDATE SYSTEM SECURITY REQUIREMENTS LIKE “I NEED THIS TO BE ENCRYPTED” or “I NEED A FIREWALL THERE”. Such System Security Requirements will, in that case, be derived later on. But if you do have prior experience, you can already derive system security requirements from the MASRRs to limit the risk to the accepted level.To show what the MASRRs are defined for, go to page 10 of the example. Table 26.Here you see the list of mission threats and the related system functions, as well as the related MASRRs.
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Based on the mission impacts, determine the required level of security for each function
5

Security Profiling
Mission Description

Mission Assurance Security 
Risks Requirements

Rules and Policies

CSF 
Security Profile

System Functions

Presenter
Presentation Notes
-We have a description of the mission with respect to the system under assessment-We know the system functions-We have the mission assurance impacts and the related risk requirements-We have rules and policies -We have an initial idea about the system to acquire (right arrow) -To better orient cybersecurity and in a hierarchical way, let us define a high level security profile. It will guide on security choices later on during the definition of the security architecture.-For that we use NIST Cybersecurity Framework (CSF) as prescribed by the SSE WG-It is made of five core functions, each of them has a number of security categories and subcategories 
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Define potential cyber threat scenarios on your assets that could affect the functions
6

ESM

Comm. interface

ECM

Comm. interface

Maintenance 
laptop

Maintenance 
LAN

Scope definition:

Router/Firewall

Operators
Administrator

Consultant

Mission LAN

Presenter
Presentation Notes
Time to study the ‘real’ systemAssume that at this stage a contract has been awarded or is about to be awarded for acquiring a new system or modifying an existing one. The work should be initiated by DND with the information they have on their side about their own systems, and handed over to the contractors for completion with the system they plan on offering.Scope consists of:1) Draw a diagram of the assets, including not only electronic assets but also personnel, facilities, existing rules, policies and security measures.2) Security Perimeter: Interfaces (physical and logical)3) Security Environment: Everything outside your system or platform (vendors, contractors, external organizations, external networks, supply chain) 4) Asset connectivity must be represented (both physical and logical). This includes data flows (type of data, who manages it (produce, process or just transmit), security measures)5) Also need a description of the assets (Hardware, Operating system, Applications, Protocols, etc)6) Don’t forget maintenance procedures
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6

ESM

Comm. interface

ECM

Comm. interface

Maintenance 
laptop

Maintenance 
LAN

Risk assessment:

Router/Firewall

Operators
Administrator

Consultant

Infected USB key

Malware infection

Comm. interface 
reconfiguration

Firewall by-passing

Presenter
Presentation Notes
The scope definition sets the stage for risk assessment, where threat scenarios over the assets are identified.Security experts / DND or contractor
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6

ESM

Comm. interface

ECM

Comm. interface

Maintenance 
laptop

Maintenance 
LAN

Risk assessment:

Router/Firewall

Operators
Administrator

Consultant

Infected USB key

Malware infection

Firewall by-passing

Comm. interface 
reconfiguration

Threat scenario TS.1

Presenter
Presentation Notes
The threat scenarios should be documented as a series of events or attack phases.
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6

Risk assessment:

Threat 
Scenario Attack Phases Likelihood Impact Risk

TS.1

1. Maintenance Lan / Infected USB drive
2. Maintenance Laptop / Malware installation
3. Router / Firewall bypassing
4. ESM / Communication interface reconfiguration

Low Medium Medium

TS.2

1. Outsider / ESM firmware tampering
2. Outsider / Personal computer connection to router  
3. Router / Firewall bypassing
4. ESM / Malicious firmware upload

Very Low High Low

TS.3 (…) Medium High High

(…) (…)

Presenter
Presentation Notes
Risk is assessed as a result of the estimated likelihood and the mission impact related to the threat scenario. Methods for estimating the likelihood will be explained in the report.The impact is determined based on the system function that is affected. Recall that we have already defined mission impacts in earlier steps.
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ESM

Comm. interface

ECM

Comm. interface

Maintenance 
laptop

Maintenance 
LAN

Risk assessment:

Router/Firewall

Operators
Administrator

Consultant

Infected USB key

Malware infection

Firewall by-passing

Comm. interface 
reconfiguration

Threat scenario TS.1

Develop security solutions to mitigate the risks of the threat scenarios to an acceptable level
7

SR.1 : Removable media policy

SR.2 : Removable media white listing SR.3 : Secure ports configuration

SR.5 : Enable access control

SR.6 : Restrict file permissions

SR.4 : Implement deep packet inspection

Presenter
Presentation Notes
The threat scenarios and their associated risks will dictate security requirements to mitigate the risks. When done by a contractor they should be approved by DND.These shall be documented too (Requirement matrices) and allow for traceability.
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Router/Firewall

Operators
Administrator

Consultant

Infected USB key

Malware infection

Firewall by-passing

Comm. interface 
reconfiguration

Threat scenario TS.1

7

SR.1 : Removable media policy

SR.2 : Removable media white listing SR.3 : Secure ports configuration

SR.5 : Enable access control

SR.6 : Restrict file permissions

SR.4 : Implement deep packet inspection

CSF 
Security Profile

Presenter
Presentation Notes
The CSF security profile determined earlier at the management and operational level should be followed as a guide to orient the security decisions.
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Risk analysis:

7

System Function Mission 
Threat ID

Loss 
type

Mission 
Impact

Associated threat 
scenarios

Max
Likelihood

Max 
Risk

Interception and 
analysis of 
adversaries’ radar 
emissions

mt1 C Low none none none
mt2 I High TS.2, TS.3, TS.4, TS.9 Medium High
mt3 I High TS.2, TS.3, TS.4, TS.9 Medium High
mt4 I Low TS.2, TS.3, TS.4, TS.9 Medium High
mt5 A Medium TS.1 Low Medium

Interception of 
communications 
(voice or 
datalink)

mt6 C Low none none none
mt7 I Medium TS.2, TS.3, TS.4, TS.9 Medium High
mt8 I Medium TS.2, TS.3, TS.4, TS.9 Medium High
mt9 A Medium TS.1 Low Medium

mt9: No intercepted communication information is     
produced or disseminated to the operators. (…)

Presenter
Presentation Notes
We have the system functions and the mission threats, along with their mission impacts.We also have the threat scenarios that can cause each of the mission threats.For instance, no threat scenarios were found that could cause mission threat 1 to happen.  So the risk for mission threat 1 is zero according to this analysis.4 different threat scenarios were found for mission threat 2.
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Maintenance 
LAN

Security Architecture

Router/Firewall

Operators
Administrator

Consultant

7

SR.1 : Removable media policy

SR.2 : Removable media white listing

SR.3 : Secure ports configuration

SR.5 : Enable access control

SR.6 : Restrict file permissions

SR.4 : Implement deep packet inspection

Removable Media
Policy of Maintenance LAN

Windows Device 
Installation 
Restrictions 

Windows Autoplay: 
disabled

DPI firewall:
- Reset on blocked traffic
- State Checking
- Response Validation

(…)

SSH + keys

Read/write/execute 
permissions Backup procedure

Recovery scripts and 
procedures

Presenter
Presentation Notes
Security Architecture: As part of the system architectureNot shown here but included in the printed example: different tables illustrating the requirements and the architecture.
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7

Asset Security Measure Related Security 
Requirement(s)

Removable Media … …
Removable Media … …

Maintenance 
Laptop

Port management:

All UDP ports closed except for 
161, 162 and 443. All TCP ports 
closed except for 22 and 80

SSR.4

Router/Firewall … …

ESM

SSH Key-Based Authentication:
Algorithm: RSA
Key size: 4096 bits
SSH key rotation every 3 
months
SSH key removal management
Disable logins as root
Change the port number to an 
arbitrary number

SSR.6

ESM … …
Mission LAN … …
Mission LAN … …

Security Architecture

Presenter
Presentation Notes
Part of the security architecture:The security measure, the related assets and the corresponding security requirements.
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7

Security Architecture and Design / Implementation

Security 
Measure Asset Security System or Security Function

… …

Port 
management

Maintenance 
Laptop

• Port scanning script (portscan.sh) + manual service management using 
sysv-rc-conf 

• Local firewall: defined in script esm_firewall.sh that uses iptables.

… …
SSH Key-Based 
Authentication ESM OpenSSH / SSH version 2

Port 25222
… …

Presenter
Presentation Notes
Part of the security architecture:The security systems or security functions that implement the security measures, as well as the related assets
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Residual risks with security architecture:

Threat 
Scenario Attack Phases Likelihood Impact Risk Residual

Risk

TS.1

1. Maintenance Lan / Infected USB drive
2. Maintenance Laptop / Malware installation
3. Router / Firewall bypassing
4. ESM / Communication interface 

reconfiguration

Low Medium Moderate Low

TS.2

1. Outsider / ESM firmware tampering
2. Outsider / Personal computer connection to 

router  
3. Router / Firewall bypassing
4. ESM / Malicious firmware upload

Very Low High Low Low

TS.3 (…) Medium High High Low

(…) (…)

7
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Comm. interface 
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Threat scenario TS.1

SR.1 : Removable media policy

SR.2 : Removable media white listing SR.3 : Secure ports configuration

SR.5 : Enable access control

SR.6 : Restrict file permissions

SR.4 : Implement deep packet inspection

Identification

Implementation

Disposal

Definition

Options Analysis

In-service

Security Guidance  / Continuous Monitoring

Security Verification

7

Presenter
Presentation Notes
This whole process should be conducted a number of times during the lifecycle
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Platform-level SSRs

System-level SSRs

System-level SSRs

System-level SSRs

Subsystem-level SSRs

Subsystem-level SSRs

(e.g. ship/frigate)

(e.g. infrared search and track system)

(e.g. combat management system)

(e.g. operating system)

(e.g. main power system)

(e.g. control interface )

Requirements decomposition
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